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GDPR, SIMS and deletion of data 

 
Please see below Capita’s responses regarding several frequently asked questions 
surrounding GDPR, this information has been taken from the Capita support portal and has 
been collated by School ICT Services.  
 
What do Capita believe the main concerns are that schools have around GDPR?  
When discussing GDPR with schools, the main themes for concern in relation to the SIMS 
suite of software are:  
• Right to access  
• Consent  
• Data retention  
• Deletion of data  
Taking each of these themes in turn, Capita will discuss below how SIMS can help at the 
moment and what our plans are for future developments.  
 
Consent  
Historically in SIMS it has been possible to record whether or not a parent has given their 
consent, for example, to allow the school to publish photographs of their son or daughter on 
a school website or newsletter. SIMS allows schools to configure different consent options in 
SIMS and allow for this to be updated in bulk. This is where consent in GDPR has changed;  
“Consent under the GDPR must be a freely given, specific, informed and unambiguous 
indication of the individual’s wishes. There must be some form of clear affirmative action – or 
in other words, a positive opt-in – consent cannot be inferred from silence, pre-ticked boxes 
or inactivity. Consent must also be separate from other terms and conditions, and you will 
need to provide simple ways for people to withdraw consent. Public authorities and 
employers will need to take particular care to ensure that consent is freely given.” 
(quote from the ICO).  
This can imply that a school will now need to seek consent for a school to use their data for 
emailing or texting. However, direction from the ICO is that consent should be the last legal 
option for processing data. Many schools will have other avenues they can use to process 
an individual’s data, this will be mainly from a legal basis for statutory returns for example, or 
in a privacy notice. At this time, Capita see no basis or reason to evolve or enhance the 
current consent feature in SIMS.  
 
Data retention  
Where a school has a data retention policy in place, implementing this in SIMS has been 
difficult. There is now a bulk deletion routine for Students but no such routine for staff.  
While the requirements around data retention under GDPR is not significantly different from 
the Data Protection Act, Capita must address this and make a concerted effort to make 
improvements in the past year.  
 
 
 
Deletion of Data  

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/key-areas-to-consider/
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Where the data retention work is focused on deleting pockets of data, i.e. Achievements, 
from a selection of Students, i.e. those who left the school 10 years ago, for a date range, 
this deletion is the deletion (or where required, anonymisation) of an entire persons record, 
this is referred to under GDPR as ‘the right to be forgotten.’  
Dealing with your data with any satellite products  
Many customers will use additional software and services such as SIMS Pay, Parent App or 
Options Online. Capita have completed the majority and are currently carrying out data 
protection impact assessments (DPIA) on these products.  
 
Updates and enhancements to the SIMS Suite of Products  
In recent releases of SIMS Capita have made improvements to help schools with their 
GDPR compliance, recent improvements have been:  
• Introduction of the Person Data Output report to support schools with Subject Access 
Requests (Autumn 2017 saw this for students, Spring 2018 for Staff and Contacts)  
• The Summer 2018 release of SIMS will introduce a bulk delete of data from students’ 
records, this will support data retention policies.  
 
What are the areas the DfE are asking schools to challenge their MIS suppliers?  
 
The DfE have produced a GDPR Blog and Video on YouTube, but have also suggested 
schools review the following areas and challenge their MIS suppliers as needed:  

SCOPE | SHARING | RETENTION | ACCESS | SECURITY | OWN READINESS  
 

SCOPE: Which data items classed as sensitive or highly sensitive under GDPR are 
contained within that system?  
Firstly, let’s distinguish between personal (sensitive) and highly sensitive (special category) 
data. The ICO defines these as:  
Personal Data means data which relate to a living individual who can be identified  
• from those data, or  
• from those data and other information which is in the possession of, or is likely to 
come into the possession of, the data controller and includes any expression of opinion 
about the individual and any indication of the intentions of the data controller or any other 
person in respect of the individual.  
It is important to note that, where the ability to identify an individual depends partly on the 
data held and partly on other information (not necessarily data), the data held will still be 
“personal data”.  
Sensitive personal data updated for GDPR means personal data consisting of information as 
to  
• race  
• ethnic origin  
• politics  
• religion  
• trade union membership  
• genetics  
• biometrics (where used for ID purposes)  
• health  
• sex life  
RETENTION: What is the data retention policy of this system? Does it align to the data 
retention policies I need to fulfil my duties as a school, and is this clear within my 
contractual relationship with the supplier?  
Many customers will be using additional products from Capita such as the Teacher, Parent 
and Student Apps. Each of these satellite products have their own Privacy Statements 
detailing this and much more about their use of the data.   
When it comes to enforcing a data retention policy for the core SIMS application, schools will 
each individually have different advice and guidance so it’s impossible for Capita to allow a 
school’s data controller to manage their retention periods. Schools can use the deletion 
routines as per page 6. 
 

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/individuals-rights/the-right-to-erasure/
https://teaching.blog.gov.uk/2017/10/24/general-data-protection-regulation-evolution-or-revolution-for-schools
https://youtu.be/y09IHXv6u6M
https://ico.org.uk/for-organisations/guide-to-data-protection/key-definitions/
https://ico.org.uk/for-organisations/guide-to-data-protection/key-definitions/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/special-category-data/
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ACCESS: How would I go about getting the information relevant for a subject access 
request out of the system?  
In a previous release of SIMS, Capita introduced the Student Person Data Output (PDO) 
report. A video demonstration is available for viewing on the Capita SIMS website. This 
report is designed to output in one report nearly all the student’s data in one go. Where there 
is a lot of individual pieces of data, such as sessional attendance data, Capita summarised 
this data by attendance mark type for each academic year. If the user wishes to have the 
individual sessional marks, Capita have existing registration certificates that can be 
generated to supplement the PDO report.  
In the Spring 2018 release of SIMS Capita extend this functionality to cover Staff and 
Contacts.  
 
SECURITY: How does the system ensure the security of the personal data held? What 
recognised standards are in place?  
The security of SIMS can be broken down into two themes. Firstly, the data controller 
determines which users have access to SIMS and at what level. SIMS enables schools to 
use pre-defined permission groups, or if they wish, they can create their own custom 
permission groups. The data controller can at any point add or remove an individual’s 
membership to the permission groups to fit the role of that person and the data they should 
have access to. Secondly the data controller must ensure that the SIMS Database is being 
sufficiently secured within their school, e.g. does the network server where the SIMS 
database is being stored have up to date anti-virus and malware protection, is the server in a 
secure location to prevent theft? If SIMS is on premises, then this will be the responsibility of 
the data controller.  
If a SIMS Support Unit, Private Company or Capita itself are hosting SIMS on behalf of the 
school, then there is a greater responsibility on the data processor to ensure data is secure. 
Capita Hosted SIMS customers can request assurances on this matter via the SIMS Service 
Desk.  
  
FAQs 
Q - What is currently available in SIMS or a consideration for future development on how 
schools can comply with the Right to Restrict rule where any editing of data is 'frozen' 
A - There are no plans to develop a feature to freeze an individual’s details from being 
processed. This is because we believe for schools the scenarios where this would apply are 
not as common as other GDPR directives. Thinking of the processing you do, what 
processing outside of the legal basis, i.e. statutory returns, examination entries and CTF 
files, or public interest, i.e. processing dinner money payments, texting for first day absence 
would need to have their processing restricted. If an individual has a basis and the school 
feel upon reviewing the article, they want to restrict processing, then for example, an email 
can be temporarily removed stopping the processing. 

Q - In which countries do Capita store personal data - are there any international transfers? 
Have you restricted cloud storage of personal data to the UK, have you restricted it to the 
EU, or do you store data further afield worldwide? 
A - For Capita SIMS Products, where data (personal or otherwise) is hosted or stored on 
cloud based systems, we use Microsoft Azure services in EU data centres.  

Q - What is compulsory data held within SIMS, that a parent has to provide to the school. 
For example; if the school sends out the Data Collection sheet. Which fields are compulsory, 
and which are not? And how do they show that on the Data Collection Sheet? 
A - The only compulsory data fields in SIMS to save a student record is; Forename, 
Surname (Legal and Preferred), Date of Birth, Gender, Year Group, Year Taught In, 
Registration Group, Enrolment Status and admission date. These are the compulsory fields. 
Other data are compulsory for statutory returns and other statutory processes such as 
processing exams. The data collection sheet can be edited by schools to suit their needs 
and as the schools are the data controllers, it is their responsibility to decide what they feel is 
compulsory and what is not, this will of course vary from school to school. 

https://www.capita-sims.co.uk/resources/videos/how-sims-can-help-your-school-comply-gdpr
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Q - Do schools have to ask the consent of a student’s contacts/parents (i.e. grandparents) or 
neighbour to record their details in SIMS? 
A - This is where schools need to ensure they have taken reasonable action to ensure 
consent from the grandparents or neighbour as a contact for a student has been given. 
While Capita cannot give specific legal advice on this, it is felt that in the process of a parent 
filling out contact information for their children, they should seek the consent of their 
neighbour to be a contact in case of emergencies. We would hope that as long as the school 
have made it clear to the parents that they must seek the permission (consent) of the 
contacts, then the school have made a reasonable effort to ensure the individual is aware of 
what information has been shared with the school and for what purpose it is being used. 

Q -The retention schedule recommended to schools by IRMS (Information and Records 
Management Society) says that information about pupils should not be retained once they 
leave the establishment. Using SIMS, we can access data for pupils who left us over 10 
years ago (including their photo). Please can you advise us how we should deal with this 
anomaly? 
A - It’s not an anomaly, schools can delete photos and any other data from a student’s 
record as and when they want to. The school’s data controller will define a data retention 
policy and it’s up to them if they delete data once a student leaves or retains it for as long as 
they like, the key is that the data controller must make it clear to the individual what data will 
be kept, for how long and for what legal basis they are retaining it. 

Q - GDPR within Exams Organiser. Schools will need to get Student Names differently out of 
SIMS, e.g. have a choice to get First name and Surname initial etc… Rather than no choice 
at all, will this be available in the summer upgrade of SIMS? what choices would they have? 
A – Surname, Initial has been available in SIMS since the SIMS Spring 2018 release in the 
reporting dictionary. Exams Organiser 6 cannot be changed in this way and many of the 
reports require the full details for legal purposes. 

Q - Schools are querying the use of Data Collection Sheet reports provided by Capita - This 
includes addresses and phone numbers of contacts who may not be entitled to see each 
other’s contact details and is an inherent risk - ex partners may be happy for the school to 
have this information for emergency purposes, but not the other parent. Until the schools 
begin to use Parent App Lite, shouldn't the standard report 'blank' out the address and 
telephone number of the various contacts? 
A – Schools, as the data controllers are responsible for the way data collection sheets are 
printed, the contents of them and the method in which they are distributed. If there are 
scenarios where data in specific reports need to be redacted before circulation, then this 
responsibility lies with the school. Any predefined SIMS reports in the reporting dictionary 
can also be edited to a school’s individual requirement. 

Q - Where does the school accept/state to be aware of the changes to your Policy because 
of compliance to GDPR, please? 
A - Privacy Policies are published for information and as long as we have made them 
available for customers to view, there is no need for us to collect an acknowledgement that it 
has been read. This will be the same for schools. If you update a schools privacy policy, say 
on data retention periods, as long as you have done your best endeavours to ensure you 
have passed the message on and made the policy available, there is no requirement under 
GDPR to collect recognition that it has been read by your parents and staff. 

Q - When the new data retention functionality is available in the Summer 2018 release of 
SIMS and a Student's record is deleted (according to policies), are the contacts linked to the 
Student's record automatically deleted as part of the process? 
A - No, there is a routine already in SIMS for housekeeping unlinked contacts (Tools | 
Housekeeping | Delete unlinked contacts). 

Q - Are we allowed to record a member of staff's specific illness onto SIMS? (e.g. stress/low 
mood/neurology... or can it remain as 'illness'? 
A - This is up to the school, from a GDPR perspective (Principle C, data minimisation) you 
need to make sure that the data you record is adequate, relevant and limited to what is 
necessary, so if having a granular level of detail on staff illness is needed, i.e. monitor how 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/principles/data-minimisation/
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many people are off sick from stress is important to spot trends, patterns and make changes 
to reduce this, then you have proven that this is adequate for this purpose, it’s relevant as 
you want to reduce workplace stress and this detail is necessary to achieve this. 

Q -The headteacher of one of the schools that we support has suggested that the absence 
of an audit trail within SIMS - to identify edits/changes along with dates/times and the author 
of these changes - means that the database does not conform to the requirements of GDPR. 
Please could you comment on this? 
A - An audit of data is held for certain modules within SIMS, one of those areas is Dinner 
Money, here financial transactions are taking place. We do recognise that our current SIMS 
system does not have a full and in-depth auditing facility, for this to be in place for every 
module, process and action, would have needed to have been implemented at the beginning 
of SIMS development several decades ago. To fit in full auditing into SIMS would be a huge 
technical undertaking, one which would cause issues with not only SIMS, but our and 
partner products. 
We are currently completing Data Protection Impact Assessments for all our products, any 
outcomes that we can share with our customers in the form of updated Privacy Notices will 
be made available in this notification 

Q - How long should we keep past pupils/employees data on SIMS? 
A - For as long as the data controller at the school has a legal basis to do so. 

Q - I was at a GDPR meeting this week that touched on "consent" and when back in the 
office I was taking a look at the Parental Consent boxes in SIMS and was wondering if this is 
an area you will be working on. At the moment there is only one box per consent which could 
be a Yes box, or it could be a No box. I feel there needs to be more options for us to monitor 
the status, No and Haven't Replied, is this something that you will be developing in the 
future? 
A – The current consent area in SIMS has no current plans for additional functionality. Our 
Next Generation SIMS product has more options in this area. 

Q - Please advise how historical staff records can be deleted, as this has been an issue in 
the past where records are linked to timetables/permission/assessment/user accounts, and 
cannot be deleted, just renamed and personal details just blanked out. 
A - Once we have completed the work on supporting data retention policies for students, we 
are reviewing the current delete staff routine. We understand that where you had a future 
member of staff already and set up in SIMS prior to their start date, but they declined the job 
last minute, it’s difficult to delete their record, this is what we hope to improve. Where a 
member of staff has been at the school for many years, because of the numerous and 
detailed links to all things in SIMS from attendance registers, classes, detentions, cover, 
medical events, achievements, behaviour, SEN and many more, deleting staff is really hard. 
We must ensure that when we do, the SIMS database remains intact and continues to 
function. Another area we hope to introduce in the future is anonymisation for staff and 
students. It may well be safer to anonymise the record rather than delete it. 

 

How to delete an individual pupil  
Please note this should only be done if this is a duplicate pupil or if the pupil has not 
met your retention criteria. 

Step by Step – Deleting a Pupil 
1. Select Routines | Pupil | Delete Pupil. 
2. The Locate Student browser is displayed. Use the Filter boxes to find the pupil to be 

deleted. Type Denton in the Surname field and then click Search. 
3. Highlight the child and double-click or click Open. 
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NOTE: The operation of this routine is significantly different from other areas of the software. 
This is to distinguish the permanent deletion routine from other operations. 

The pupil’s record appears. The hyperlinks across the top show what information is available 
to enable you to check that you have the correct pupil and to present all the information held. 

 
Data available may include: 
 curriculum data – class memberships 
 performance data – from Assessment 
 returns and transfers data – included on a census, PLASC or CTF 
 concessions data – related to admissions 
 behaviour data – behaviour and achievement records 
 exclusions data – exclusion information 
 fees billing data – from fees billing, if licensed 
 SEN data – SEN details 
 attendance data – from attendance 
 dinner money data – from Dinner Money. 

The data available can be used to determine whether the pupil’s details should be 
permanently deleted, for example if the pupil had been included in a census return it may be 
worth reconsidering whether the deletion is appropriate. 
It is unlikely that there will be any data on SIMS for a pupil who has been incorrectly 
recorded. If a pupil has been recorded twice and this has only just been detected, these 
display panels may be useful to ensure that all the relevant data has been transferred to the 
correct pupil’s record. In this example Emma has Dinner Money data that will need to be 
transferred to the correct record before the duplicate record can be deleted. 
4. When the various panels of information have been viewed the decision to delete may be 

taken. Click Delete at the top of the screen if the decision has been made to delete the 
pupil. 

 
5. A confirmation message is displayed. Click Yes to start the deletion process. There is no 

way to reverse this decision, except by a full restoration of the SIMS database from the 
most recent backup. 
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SIMS reports that it is carrying out the request and then reports when the process is 
completed. 

Bulk Deletion of Pupil Data 
Under GDPR guidance a school may wish to delete some of the data connected to pupils 
who have left some time ago but keep a record of the fact that they were at one time a pupil 
of the school. 

Protecting Pupils from Bulk Deletion Process 
A school may feel that it wishes to exclude certain pupils from the bulk deletion process. 
Note that pupils who have ever been SEN are excluded from bulk deletion by default and so 
this is only for other specific pupils where the school wishes to retain their full record.  
1. Select Focus | Pupil | Pupil Details. 
2. Change the Status to Leavers and search for the required student. 
3. In the Basic Details panel tick the Protect from Bulk Data Deletion checkbox. 

 
4. Click Save and click on Yes when prompted with the message below: 

 

Step by Step – Bulk Deletion of Pupil Data and Bulk deletion of Pupils 
1. Select Routines | Pupil | Bulk Delete Pupil Data. 
2. Select the relevant year from the Delete data for pupils who left within or before the 

academic year drop-down. 
3. Tick the areas you wish to delete from, there is the option to delete all pupil data if you 

wish. 

 
4. Click Search. 
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5. You can click in the column headings to order the columns in needed. 
6. Note that the students that are greyed out, cannot be selected as he has been protected. 

 
7. Note that Jill Basra is not selected. This is because she is Ever SEN. She could however 

be selected by ticking the box in Selection column headed with the following symbol. 

 
NOTE: From Spring 2019 upgrade Ever SEN does not include pupils who have only ever 
been N coded nor pupils who have only ever been gifted. 

8. Click Start Delete. The process may take some time and can run in the background 
whilst other SIMS tasks are performed. We would recommend doing this for example 
over lunch or overnight. 

 
9. The following confirmation request message appears. Click Continue when you are 

ready to proceed. 

 
10. Stop Delete can be selected at any time and a message will inform you how much data 

has been deleted. 
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11. Click OK. 

NOTE: Whilst the delete process is running you can use other areas of SIMS as normal. 
If more than one area is selected for deleting all areas are deleted for the first pupil before 
moving on to the next pupil. 
If Delete All Pupil Data is selected the pupil record will be deleted completely as if the step 
by step Deleting a Pupil had been followed unless the pupil is also an employee, contact, 
enquirer, bill payer or agent.  Unlikely but possible.   

 
 
 
 
 

 

Staff deletion 
In accordance with DfE regulations, staff records are not permitted to be deleted if they are 
linked to attendance marks. It is a requirement of the DfE to keep ALL staff records for a 
minimum of three years if they have at least ONE Attendance Record associated to them. It 
is, therefore, the responsibility of each School to adhere to this policy.  
There are legal implications on how long records need to be held on the system, e.g. if the 
teacher has had contact with a SEN pupil then their record needs to be kept for a certain 
amount of years.  

Also, the understanding behind archiving staff records was for security reasons as well, i.e. if 
a pupil was to raise an abuse case about a former teacher the records would be required for 
evidence. Obviously if schools are deleting identity information by putting xxx as staff code 
etc…, then this purpose becomes redundant. 
 
Within SIMS there are currently technical difficulties with removing links from certain areas, 
especially marksheets. For Capita to clarify where they stand legally with retaining records 
that have had links in the system, Capita have decided to arrange a meeting with the 
Department for Education to discuss the specifics. This meeting will provide Capita a 
foundation of how to deal with this issue in the future and whether we can allow records to 
be deleted after a certain amount of years. 
 

To delete a member of staff this is done under Routines / Staff / Delete Staff. In most 
cases, it is not possible to delete the entire record of a staff member because of the 
complexity of links to other data within SIMS.  In the Spring 2019 release of SIMS we 
relaxed some of the rules that prevented deletion in previous versions, mainly to cover the 
scenario where a member of staff has been added to SIMS in preparation for their arrival, 
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but did not eventually join the school.  A video demonstration can be found 
here: https://youtu.be/-kR7C6mSBr8. However, if a staff member has been at the school for 
any longer periods of time, their references across the database will be large and complex 
and this recent update is unlikely to help. Where a previous member of staff now wishes to 
exercise their right to be forgotten in SIMS, if the school has no legal basis to retain this 
information, then they can delete data where possible, for example contact information, 
employment information, staff contract etc.  At this point it may still not be possible to delete 
the entire record, in this case we recommend that the school anonymise the record by 
replacing personal identifiable information with GDPR Forename Redacted as an 
example.  This will therefore mean that this person’s record, where links cannot be removed, 
will no longer identify this person.  Currently there are no plans to enhance this process or 
introduce new routines to improve delete, introduce bulk delete or a process to anonymise in 
the application. 

https://youtu.be/-kR7C6mSBr8
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